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Abstract— Perfect failure detectors can correctly decide whether a
computer is crashed. However, it is impossible to implement a perfect
failure detector in purely asynchronous systems. We show how to en-
force perfect failure detection in timed asynchronous systems with hard-
ware watchdogs. The two main system model assumptions are (1) each
computer can measure time intervals with a known maximum error, and
(2) each computer has a watchdog that crashes the computer unless the
watchdog is periodically updated. We have implemented a system that
satisfies both assumptions using a combination of off-the-shelf software
and hardware. To implement a perfect failure detector for process crash
failures, we show that in some systems a hardware watchdog is actually
not necessary.

Keywords: perfect failure detection, crash failures, asyn-
chronous distributed systems, timed asynchronous system
model.

I. INTRODUCTION

A perfect failure detector [5] can correctly decide whether
a computer is crashed. Perfect failure detectors can be very
useful in the design of fault-tolerant distributed systems. For
example, a backup system can use a perfect failure detector
to detect crash failures of the primary system. In case the
backup detects a crash failure, it can take over without risking
that the primary is still alive — which could lead to undesirable
inconsistencies.

Most existing failure detectors are heartbeat based and do
not prevent wrong suspicions. A wrong suspicion might lead
to situations in which two computers think that they are the
primary computer. Some membership based systems like ISIS
[2] detect wrong suspicions and they remove wrongly sus-
pected processes from the membership. However, these pro-
cesses might learn of the removal after they are suspected. We
will explain why this is not sufficient for some systems, e.g.,
systems that access external devices like shared disks.

In this paper we propose a novel protocol that makes sure
that computers are crashed before they are suspected. The dif-
ficulty in achieving this is that if a computer is suspected, it
is crashed or partitioned away from the other computers, e.g.,
due to a network failure. In the latter case, communication
with the computer is lost and hence, initiating a remote crash
is not possible. More formally, we will explain why this prob-

lem is not solvable in purely asynchronous systems like those

To appear in IEEE Transactions on Computers. An earlier version of this
paper appeared in the 21st Proceedings of the International Conference on
Distributed Computing Systems (ICDCS2001), April 2001, Phoenix, AZ, pp.
350-357.

described by the FLP model [12].

Our failure detector protocol is a two level protocol. The
lower-level level implements an unreliable failure detector
that is supposed to minimize wrong suspicions, i.e., it should
only rarely suspect non-crashed computers. However, one
cannot completely prevent that wrong suspicions happen on
this level. The higher-level mechanism makes sure that be-
fore any suspicion is propagated to the clients of the failure
detector, the suspected computer is guaranteed to have failed
using leases and the watchdog of the suspected computer.

Originally, perfect failure detection was defined for detect-
ing process crash failures in systems in which processes can-
not recover from a crash. In this paper we are interested in
detecting computer crash failures in systems in which com-
puters can recover from a crash failure. We are also interested
in detecting crash failures within a bounded time. To cope
with these constraints, we define a new failure detector class
TP (where T stands for timed and P for perfect). A fail-
ure detector class is the set of all failure detectors that satisfy
a given set of properties. We call a failure detector in 7P
timed-perfect. Each timed-perfect failure detector correctly
decides if a computer c is crashed or not — even if somebody
permanently or transiently disconnects the network of ¢. For-
mally, we show in this paper that each timed-perfect failure
detector satisfies the conditions of a perfect failure detector in
systems without recovery.

The remaining sections of this paper are organized as fol-
lows. We sketch in Section Il how one can implement a per-
fect failure detector in a synchronous system before we ex-
plain why one cannot implement a perfect failure detector in
purely asynchronous systems. In Section 111 we describe three
sample application domains of perfect failure detectors to sup-
port that they are useful in the design of fault-tolerant dis-
tributed systems. We define in Section 1V timed-perfect fail-
ure detectors and show in Section V that timed-perfect failure
detectors are indeed perfect in systems without recoveries. We
introduce the timed asynchronous system model in Section
VI before we describe the implementation of a timed-perfect
failure detector in Section V1I. We describe performance mea-
surements of our protocol in Section V111 and explain why one
does not necessarily need a hardware watchdog for a perfect
process failure detector in Section IX. Before we conclude the
paper, we review related work in Section X.



1 function SP(computer c)
send {ping} toc;

wait
on receive {pong} from c
5 return up;
after 2*§
return crashed;
body
10 forever

on receive {ping} from sender
send {pong} to sender;

Fig. 1. A perfect failure detector protocol S P for completely synchronous
systems. To query the status of a computer e, a process calls function
SP(e).

Il. POSSIBILITY AND IMPOSSIBILITY RESULTS

In this section we first explain how one can implement a
perfect failure detector in a completely synchronous system
before we show why it cannot be implemented in a purely
asynchronous system.

A. Completely Synchronous Systems

A protocol that implements a perfect failure detector in
completely synchronous distributed systems is depicted in
Figure 1. A completely synchronous system is a distributed
system in which the maximum communication and process-
ing delays are known and the only failures permitted are crash
failures. For simplicity, in this section we assume that crashed
computers do not recover, i.e., they stay crashed forever. In
such systems there exists an a priori known time constant &
such that each message sent by a non-crashed computer d to
another non-crashed computer ¢ is received and processed by
¢ within § time units. Therefore, ¢ will reply to a message
from d and d will receive and process ¢’s reply within 26 time
units.

A failure detector F'D consists of a set of failure detector
modules: each computer d is running a failure detector mod-
ule FD4. Processes running on computer d can call mod-
ule F Dy to see if F D, suspects some other computer ¢ to
be crashed. A perfect failure detector never suspects a non-
crashed computer and will eventually suspect all crashed com-
puters. In what follows, ¢ denotes a computer, d denotes a
computer that wants to detect when c crashes, and e denotes a
third computer.

The failure detector implemented by the protocol depicted
in Figure 1 is called S P, where S stands for synchronous and
P for perfect. The protocol works as follows. Upon being
queried for the status of a computer ¢, the failure detector
module S P; sends a “ping” message to ¢. Module S P; waits
for at least 24 time units for a reply from ¢ (line 6 of Figure
1). If SP; receives a reply within 26, S Py returns a constant
up to indicate that ¢ is not crashed. Otherwise, S P, correctly
suspects ¢ to have crashed by returning a constant crashed.
In completely synchronous systems this protocol suspects all
crashed computers and it does not suspect non-crashed com-
puters. Therefore, this protocol implements a perfect failure
detector in completely synchronous systems.

B. Asynchronous Systems

Most of the existing distributed systems are not completely
synchronous. In particular, no matter how large ¢ is chosen,
as long as 4 is finite there is no guarantee that a non-crashed
computer d receives a reply from another non-crashed ¢ within
26 time units. For example, consider the situation in which
somebody accidentally disconnects the network cables of ¢
for more than 2§ time units. After 26 time units SP; will
incorrectly suspect ¢. Thus, SP; might violate the properties
of a perfect failure detector in hon-synchronous systems.

More precisely, in purely asynchronous systems one can
show that it is impossible to implement a perfect failure de-
tector. Purely asynchronous systems are characterized by hav-
ing no finite upper bound on the transmission delay of mes-
sages nor having a finite upper bound on the processing de-
lays. Also, these systems do not have access to a clock that
permits them to measure real-time.

Any perfect failure detector is complete and accurate. A
complete failure detector will eventually detect all crashed
computers and an accurate failure detector will at no point
suspect a computer that is not (yet) crashed. To explain that
one cannot implement a perfect failure detector in a purely
asynchronous system, let us assume there exists such a failure
detector AP. We use AP to derive a contradiction such that
whatever AP returns as the status of a process c (i.e., return-
ing either crashed or up) at a carefully selected time ¢, it will
be wrong.

We select an execution E of the protocol such that a com-
puter ¢ crashes at some time s and a computer d never crashes
in E. Since AP is perfect, it is by definition complete and
hence, AP; will eventually suspect ¢ at some time ¢ > s.
Now consider a run E’ which is the same as E up to time ¢
but that ¢ instead of crashing at time s, it just does not perform
any step in [s, t]. Since E’ is indistinguishable from E until ¢,
AP, will also suspect cat ¢ in E’. This is a contradiction to
our assumption that AP is perfect.

This shows informally that one cannot implement a per-
fect failure detector in a purely asynchronous system. Before
we show how to circumvent this impossibility result in timed
asynchronous systems, we first explain why perfect failure de-
tection is of practical relevance.

I11. EXAMPLE APPLICATIONS

To explain why perfect failure detectors are useful in the de-
sign of fault-tolerant distributed applications, we first sketch
a practical problem that can be solved with a perfect failure
detector but not with a failure detector that only “simulates”
the behavior of a perfect failure detector. We conclude this
section by sketching two more application domains of perfect
failure detectors.

A. 1/0 Fencing

Consider that computers ¢ and d share a disk via an exter-
nal bus, e.g., both computers can access the disk via a shared
SCSI bus [1]. As long as ¢ is not crashed, it has exclusive ac-



cess to the disk. If ¢ crashes, d, which is the backup of ¢, will
need to access the disk. If d would wrongly suspect ¢, d and
¢ might access the disk in parallel which could lead to incon-
sistent data. Note that the communication with the disk is not
message based. Typically, the access to the disk is via mem-
ory mapped 1/O, e.g., a computer can communicate with the
disk by writing and reading some memory mapped registers
of the SCSI controller.

The above described problem of preventing a wrongly sus-
pected computer from accessing a shared hardware device is
known as 1/0 fencing and is addressed by modern distributed
file systems like the Global File System [16]. There exists sev-
eral solutions that address this problem. We classify these as
follows:

o Reservation Based: The shared hardware device provides
functionality that permits computer to prevent access by the
other computer. Some SCSI devices and Fibre Channel
switches support this functionality [16].

e SONITH based: A SONITH (Shoot The Other Node In
The Head) approach requires a network power switch (e.g.,
a X10 based switch) and before a computer d accesses the
shared disk, it communicates with the power switch to shut
off the suspected computer c.

Our proposed perfect failure detector is similar to that of the
SONITH based solutions in that a wrongly suspected com-
puter is crashed to guarantee consistency. Note that SONITH
based approaches need reliable communication to the network
power switch to be able to shut off the suspected computer.

We will show that our protocol does not need reliable com-
munication to enforce perfect failure detection since it is a
lease based approach. This can make our system much more
robust than for example X10 based systems are that are known
for their low reliability due to the noise on the power lines,
interference, and missing feedback from the X10 switches (1-
way switches). Also, sometimes communication is only pos-
sible through the suspected device, e.g., if this device routes
messages (see [10] for details). Moreover, we show in Sec-
tions VI and IX that our protocol does not always need special
hardware, i.e., does not always need a hardware watchdog.

B. Simulated Perfect Failure Detectors

A simulated perfect failure detector is not sufficient to solve
the 1/O fencing problem. Simulating a perfect failure detec-
tor means that internal observers (i.e., all computers except ¢)
cannot detect when a computer ¢ is wrongly suspected [19].
Intuitively, a non-crashed computer ¢ will eventually learn that
it is wrongly suspected and will therefore crash itself to make
sure that other processes cannot detect that the failure detector
made a mistake. However, it is not guaranteed that ¢ learns of
such a suspicion before the other computers actually suspect
d. To explain this, consider that we can find an execution sim-
ilar to that of £’ in Section I1-B. In such an execution, ¢ must
be suspected at some time ¢ to ensure completeness. How-
ever, ¢ cannot have learned of this suspicion before ¢ because
we can select E' such that ¢ is not processing any events until
after .

Most group membership protocols provide guarantees sim-
ilar to a simulated perfect failure detector since suspected pro-
cesses are excluded from the membership and these processes
will eventually learn that they are suspected. However, the
guarantees provided by a simulated perfect failure detector is
not sufficient to solve the above described 1/0 fencing prob-
lem.

Consider that ¢ is suspected at time ¢ by computer d but
¢ does not learn until time » > ¢ that d suspects ¢. Hence,
during the time interval [¢, ) both computers might access the
external shared disk since ¢ does not know that is suspected
and d takes over since ¢ has supposedly crashed. Of course,
the goal of using a failure detector in this application is to
avoid just this situation!

A “real” perfect failure detector can solve this problem
since when d’s failure detector says that c is suspected at ¢,
then c is indeed crashed at ¢. A simulated perfect failure de-
tector is often not sufficient if the system contains external
observers (like the disk) or hidden communication channels.
The latter is related to the problem of tracking causality in
systems with hidden communication channels as discussed in

[7].
C. Other Application Domains

Perfect failure detectors can be used to solve the 1/O fenc-
ing problem. In addition to synchronizing the access to shared
physical resources, they can also be used in synchronizing the
access to shared logical resources. We sketch below how one
can use a perfect failure detector in the implementation of an
IP address take over mechanism. In this example, an IP ad-
dress is a shared logical resource. The perfect failure detector
is used to enforce mutual exclusion such that at most one com-
puter is using the IP address at a time. The last application
domain that we describe is on-demand rejuvenation of com-
puters. This domain is specific to our protocol in the sense that
the protocol enforces perfect failure detection by rejuvenating
unresponsive computers.

IP Address Take Over

An IP address take-over mechanism enforces that a com-
puter d takes over the IP address of a computer ¢ after ¢ has
failed. Such a mechanism facilitates the construction of sim-
ple but practical fault-tolerant systems. For example, this can
be used to make cluster systems more fault-tolerant. Clusters
often have one “head-end” computer, say, c that is responsible
for the communication with external systems. Users might
have to log in to this computer to submit jobs to the clus-
ter. Communication with computer ¢ is typically TCP/IP or
UDP/IP based and external machines know the IP address I P,
of computer ¢. To avoid that communication with the cluster
becomes unavailable in case ¢ goes down, clusters might have
a second computer d that takes over as a head-end if ¢ crashes.

Keeping the IP address of the head-end computer constant
simplifies the cluster design. Otherwise, external and internal
machines would have to update the IP address I P,.. This is
difficult since the address is typically cached in multiple ser-



vices, e.g., the DNS service and client programs. It is there-
fore easier to assign address I P, to d instead. However, one
wants to avoid that ¢ and d use I P, at the same point in time.
Otherwise, various inconsistencies could occur. For example,
a constant loss of all client connections due to multiple incon-
sistent replies by ¢ and d, garbled reply messages by fusing
network packets from ¢ and d, or possibly parallel execution
of commands with at most once semantics by ¢ and d.

The use of a perfect failure detector permits one to ensure
that at any point in time at most one of the computers uses
IP,.. Our implementation of an IP address take-over mecha-
nism addresses a range of technical difficulties that are beyond
the scope of this paper. For example, we keep the mapping be-
tween I P, and the underlying Ethernet address constant since
changing this mapping can lead to various problems as al-
ready pointed out in [1]. To do this, we use the feature that
the software can change the Ethernet address of network in-
terface cards.

On Demand Rejuvenation

As [15] points out, the state of computers typically ages
and rejuvenating the state of a computer periodically (e.g., by
rebooting it) can actually increase the availability of the com-
puter. Instead of performing periodic reboots, one can use the
protocol proposed in this paper to perform an on-demand re-
juvenation. Failures of a computer are detected and failures
due to state aging are automatically “repaired” by rebooting
the computer. Such a system (but with a different protocol) is
described in [10].

IV. SPECIFICATION OF TP

Originally, perfect failure detectors [5] were defined to aug-
ment purely asynchronous systems [12]. The model of [5]
does not consider crash recovery. In the systems we are in-
terested in, computers do typically recover after a crash. To
solve this problem, one could of course assign each computer
a new identity after it recovers. Often, this might be an accept-
able solution. We show in Section V that our failure detector
satisfies the specification of [5].

However, in practice one sometimes would like to keep the
identities of computers constant. This permits clients to cache
the identities of computers without the need for a protocol
that keeps the cache consistent. For example, some comput-
ers cache the IP addresses of the local DNS servers. These
servers are identified by their IP addresses and they keep these
IP addresses constant even after they reboot. To address com-
puter recoveries without changing the identity of recovering
computers, we define a new class of failure detectors.

Often, system designers are interested in specifying an up-
per bound on the maximum detection delay of a crash failure.
This might be needed to maximize the system availability, or
to enforce maximum response times that are imposed by the
system requirements. To satisfy this need, our specification
includes also an upper bound on the detection delay instead
of requiring that crashes are detected eventually.

We define a new timed-perfect failure detector class 7 P.

The failure detectors in 7P detect crash failures and recov-
eries within a known maximum time. The definition of the
timed-perfect failure detector class is quite different from the
original definition of the perfect failure detector class [5].
Nevertheless, in systems in which computers cannot recover
from a crash, each failure detector in 7P satisfies all proper-
ties of a perfect failure detector (see Section V).

Consider a system consisting of at least three computers c,
d, and e. The number of computers is finite. We use real-time
values (denoted by s, ¢, u, and v) in the specification of 7P. A
computer is either crashed or up. We assume that computers
can recover from a crash. For simplicity, we assume that time
starts with 0 and that we can subtract any two time values: if
u < v, then u — v is defined to be 0. Intuitively, the system
starts at time 0 — but there is no requirement that any computer
is actually up at time 0.

Let T'P be a failure detector in 77P. At any time ¢, com-
puter d’s failure detector module T P, defines for each com-
puter ¢ an output value T'P¢(c). This output value of TP, is
either crashed, up, or recovering. Intuitively, T'P; outputs
crashed if TPy suspects c to be crashed, T'P, outputs up if
T P, does not suspect ¢ to be crashed, and T' P, outputs recov-
ering if d has just recovered from a crash and T Py is not yet
fully initialized.

The failure detector class 7P is defined by three properties
and the usage of a finite constant DD > 0 (Detection Delay).
Property Crash Accuracy: For any time u such that
TP} (c) = crashed, there exists a t € [u — DD, u] such that
c is crashed at ¢.

Property Up Accuracy: For any time w such that
TP}(c) = up, there exists a t € [u — DD, ] such that ¢
isup at .

Property Recovering Accuracy:  For any time u such that
TP¥(c) = recovering, there exists a t € [u — DD, u] such
that either d is crashed at t or u — DD = 0, i.e., the system
has just started.

Note that we replaced the traditional strong completeness
property (“eventually each crashed computer is permanently
suspected”) by two accuracy properties: Up Accuracy and
Recovering Accuracy. These two accuracy properties state
that a computer ¢ that has been crashed for more than DD
time units can neither be classified as up nor as recovering.
Therefore, ¢’s status has to be classified as crashed as long as
¢ stays crashed.

If the status of a computer ¢ changes (e.g., it recovers from
a crash), the failure detector has D D time units to correct the
classification of ¢. Note however that as soon as a computer
¢ stays permanently in a state (i.e., up or crashed), a timed-
perfect failure detector has to classify ¢ within DD time units
correctly and permanently as either up or crashed.

V. PERFECT FAILURE DETECTORS

The definition of the timed-perfect failure detector class is
quite different from the original definition of the perfect fail-
ure detector class [5]. We show that timed-perfect failure de-



tectors are still perfect with respect to the original definition:
if no computer recovers from a crash, a timed-perfect failure
detector satisfies the original properties of a perfect failure de-
tector.

A. Definition of P

The class of perfect failure detectors P was originally spec-

ified by two properties [5]: Strong Completenessand Strong
Accuracy. In the notation used in this paper, one can specify
these properties as follows. Let P be a failure detector in P,
let CRASHED be the set of all computers that ever crash, and
UP the set of all computers that never crash.
Strong Completeness: Eventually each computer that is
crashed is permanently suspected by all non-crashed comput-
ers. 3t,Vc € CRASHED, Vd € UP,Vu > t: P}(c) =crashed.
Strong Accuracy: No computer is suspected before it
crashes. Vt,Ve,Vd: if ¢ and d are up at ¢, then Pi(c) #
crashed.

An underlying assumption of this original specification is
that computers do not recover:

No Recovery: For all times ¢, if a computer ¢ is crashed at
time ¢, then c is crashed at all times u > ¢.

B. Relationship between P and 7P

For system in which computers cannot recover from a
crash, a timed-perfect failure detector satisfies the Strong
Completeness and the Strong Accuracy properties. In other
words, each failure detector in class 7P is a perfect failure
detector.

Theorem: In systems without recoveries, each timed-perfect
failure detector is perfect.

Proof: We have to show that if the No Recovery property
holds, then each timed-perfect failure detector satisfies prop-
erties Strong Completeness and Strong Accuracy. Let TP
a timed-perfect failure detector. Since T'P is timed-perfect, it
satisfies the properties Crash Accuracy, Up Accuracy, and
Recovering Accur acy.

Let d be a computer that starts at time 0 and that never
crashes, i.e., d € UP, and let ¢ be a computer that crashes
at some time s > 0, i.e, ¢ € CRASHED. The No Recovery
property implies that ¢ is crashed at all times v > s. Hence,
forall timesv > s+ DD, property Up Accuracy implies that
TPj(c) # up since ¢ has been crashed for more than DD
time units. Since d € U P has been up for more than D D time
units at all times v > DD, property Recovering Accuracy
states that TP} (c) # recovering. Since the output of TP is
either crashed, up, or recovering, for all timesv > s+ DD,
TP} (c) = crashed.

Since the number of computers is finite, there exists a time
u such that all computers that will eventually crash are already
crashed at time uw. After time ¢t := w + DD all non-crashed
computers suspect all crashed computers. Therefore, property
Strong Completeness holds.

Let d be a computer that suspects ¢ at time v, i.e.,
TPj(c) = crashed. Property Crash Accuracy implies that

there exists a s < v such that ¢ is crashed at s. Property No
Recovery states that ¢ stays crashed at all times « > s. Hence,
¢ is crashed at time v. Therefore, property Strong Accuracy
holds. m|

VI. TIMED SYSTEMS

In timed asynchronous distributed systems [8] (short: timed
systems) there exists no upper bound on the transmission
delay of messages nor on the execution times of protocols.
Also, computers can become transiently or permanently parti-
tioned. Each computer has a local (unsynchronized) hardware
clock. A hardware clock allows the measurement of time in-
tervals with a known maximum error. In this paper we extend
the timed model by hardware watchdogs that permit a non-
responsive computer to be reset as soon as the value of the
hardware clock reaches a certain value. In timed systems with
hardware watchdogs there is exactly one timeliness guarantee:
a computer can be crashed by a given time. Hardware clocks
and watchdogs are available as off-the-shelf boards but also
as software modules. For example, the Linux kernel 2.4.x in-
cludes several watchdog drivers that include a software watch-
dog and drivers for several hardware watchdog boards.

More precisely, a timed system consists of a finite set of
computers. Each computer e has access to a local hardware
clock H, with a bounded drift rate. The value of H, at real-
time ¢ is denoted by H!. The drift rate of a hardware clock is
bounded by a known constant p:

Vs, Yt >s:(t—s)(1—p) <H. - H; < (t—s)(1+p)

We use the term “local time” T' of a computer e to denote a
point in real-time ¢ such that H¢ = T'. Local time values of a
computer are denoted by 7', U, and V. We use the term “ticks”
to refer to the duration of local time intervals: the duration of
local time interval [T, U] is U — T ticks.

Computers can suffer crash failures and performance fail-
ures. A computer is either crashed or up. Computers can
recover from crash failures. Performance failures are defined
with the help of a time constant o. A process of computer e
can request to be awakened at local time T to execute some
procedure. This process of e is never awakened before 7' to
execute the procedure. This can be enforced by checking that
H, > T. Computer e suffers a performance failure if the
process does not finish executing the procedure by local time
T+ 0.

Computers can communicate by exchanging messages.
Messages can suffer omission and performance failures: 1) an
omission failure occurs if a message is never delivered, and 2)
a performance failure occurs if the message is delivered but
the transmission delay was greater than some known constant
d.

In summary, the failure model of the timed model consid-
ers crash and performance failures of computers and perfor-
mance and omission failures of messages. The timed model
does not bound the failure frequency. For example, there is no
guarantee that any message is delivered within ¢ time units.
However, typically § and ¢ are chosen such that performance



failures occur infrequently.
Har dware Watchdogs

In this paper, we extend the timed model by a hardware
watchdog. Conceptually, the interface of a hardware watch-
dog consists of a single register that contains a threshold
value. A hardware watchdog resets its host computer if
the hardware clock reaches the given threshold. Unless this
threshold is periodically increased, the computer will crash.

We represent the watchdog of a computer e by W, and de-
note the threshold value of W, at real time ¢ by W. Let pred-
icate crashedt be true if and only if computer e is crashed
at real time ¢. Formally, the watchdog makes sure that e is
crashed whenever the hardware clock H, shows a value that
is greater than or equal to the threshold value: Ve,Vt : H! >
Wt — crashedt.

A computer can recover from a crash. When a computer e
boots up at time ¢g, the boot time is stored in a variable Start:
Start. := H'. When a computer e boots up, we assume its
watchdog is set to value Start, + o: W := Start, + o.
Therefore, the computer has to update its watchdog within o
ticks to stay up.

VII. PRoTOCOL

We propose a protocol PTP that implements a timed-
perfect failure detector in timed asynchronous systems with
hardware watchdogs. The proposed protocol is symmetric,
i.e., all protocol participants execute the same protocol code.
There are three protocol participants: ¢, d, and e. Each partic-
ipant can only detect the crashes of the other two participants.

Protocol PTP is designed for applications where a com-
puter d has to detect the crashes of only a very small number
of computers. If a computer d has to be able to detect the crash
of more than 2 computers, d can execute multiple instances of
this protocol: each instance has its own “software watchdog”
and a computer is crashed by the hardware watchdog as soon
as a software watchdog expires. While we are only interested
in systems with a small numbers of computers, we discuss in
Section VII1-D how the protocol can be extended for a larger
number of computers.

A. Overview

The protocol is lease [13] based. The protocol participants
grant each other leases to update their watchdogs. Whenever
a participant ¢ gets a lease, it sets its watchdog to the end of
its new lease term. If a participant ¢ cannot renew its lease, its
hardware watchdog will crash ¢ at the end of ¢’s lease term.
As long as ¢ can renew its lease with either d or e it can stay
up. For example, if e crashes, ¢ and d can stay up by granting
each other leases. If ¢ becomes “disconnected”, it cannot re-
new its lease and it will crash. This is needed to enforce the
accuracy of the failure detector and it is a useful behavior in
systems that shared physical or logical resources (see Section
).

If computer ¢ crashes, it cannot extend its lease, and if ¢
fails to extend its lease, it crashes. To detect the crash of a

computer ¢, it is sufficient that the other participants d and e
detect that ¢ does not have a lease. This detection is done with
a distributed snapshot algorithm (e.g., see [6]): the algorithm
has to determine if there was a point in time in which ¢ did
not have a lease. To perform this snapshot, computer d asks at
real-time s if e’s lease for ¢ has expired (see Figure 3). Con-
sider that e replies at ¢ that ¢ does not have a lease from e. If
d receives this reply at time « and if d has not extended ¢’s
lease since s, d learns that ¢ is crashed at time ¢ € [s, u] since
¢ does not have a lease at ¢.

A non-crashed computer detects crash failures within a
known amount of time. The messages of the snapshot algo-
rithm are piggy-backed on the lease messages. If ¢ crashes, d
can only get lease extensions from e. Since d has to extend
its lease, d will either learn that ¢ has crashed or d will crash
itself.

This is the intuition of the protocol. The protocol is a little
more complicated because it has to deal with clock drifts and
skews, and late and dropped messages.

B. Protocol Scenarios

Before we explain the details of the protocol, we describe
some important aspects of the protocol using two scenarios:
lease extensions and distributed snapshot. The protocol PTP
defines (besides others) two constants LT, E, a variable nex-
tRound and arrays It and output (see Figure 4).

L ease Extensions

The current lease of a computer d expires at time lt4[d].
Variable nextRound contains the next local time when d tries
to renew its lease: nextRoundy = l¢4[d] — E. In other words, d
tries to extend its lease E ticks before its current lease expires.

Computer d tries to extend its lease by sending a request
message m to ¢ and e (see Figure 2). Computer d asks for a
lease extension until local time l¢4[d]+ LT If ¢ (or e) receives
m, it grants a lease extension until some local time l¢.[d] such
that if H? = lt.[d] then Hj > lt4[d] + LT. In other words,
¢ makes sure that when its local clock H. says that the lease
it granted to d has expired, then d’s clock also says that this
lease from ¢ has expired.

If d receives a reply message (from ¢ or e), it increments
ltq[d] by LT and it sets its watchdog to the new value of I¢4[d].
The watchdog will make sure that d crashes at the end of d’s
new lease — unless d succeeds to extend its new lease.
Distributed Snapshot

If computer ¢ crashes, its leases from d and e will expire:
any lease that d granted to c expires at local time It 4[c] and the
lease that e granted to ¢ expires at local time It.[c] (see Figure
3). Computer d only suspects c if it learns that all of ¢’s leases
have expired.

Consider that d sends a request message to e at local time
ST and e sends a reply message at local time RST'. This re-
ply message contains two time-stamps: RST and Rlt, where
RIt = lt[c].

If d receives e’s reply message, it learns that (1) d’s lease
for ¢ is still expired if ST > lt4]c], and (2) e’s lease for ¢ is
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Fig. 2. Each computer asks E ticks before its current lease expires for a lease
extention of LT ticks.
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Fig. 3. If d’s lease for ¢ has expired, it tries to take a snapshot that shows that
¢ does not have a lease, i.e., ¢ has crashed.

expired at RST if RST > RIt. If d detects that ¢’s leases are
expired at RST, it can safely assume that ¢ has crashed. In
this case, it sets its variable output4[c] to crashed.

C. Fail-Aware Datagram Service

Protocol PTP uses a fail-aware datagram service [9] to de-
termine the transmission delay of messages. This service uses
the hardware clock: it does not need synchronized clocks. If a
computer d receives a message m from computer ¢ requesting
a lease, ¢ might have sent m quite some time ago. In particu-
lar, d might grant leases to computers that have crashed a long
time ago. The fail-aware datagram services calculates an up-
per bound on the transmission delay of m. In this way, d can
reject m if the upper bound for m is too large.

The fail-aware datagram service provides mechanisms to
send and receive datagrams. When delivering a message m,
this service calculates an upper bound on the transmission de-
lay of m. Let us consider that a computer ¢ sends a message
m to computer d at real-time s. If m is delivered to d at real-
time ¢, then the fail-aware datagram service also provides d
with the identity of the sender S, the send-time stamp ST,
the receive-time stamp RT', and the calculated upper bound
UB: S := ¢ ST := H;, RT := Hé and UB > t — s.
The fail-aware datagram service defines an a priori known

upper bound for the calculated upper bound of timely mes-
sages. If the transmission delay of m is at most 4, i.e., m is
a timely message, then the upper bound of m is at most A:
t—s<d—>UB<A.

In contrast to the protocol described in [9], the fail-aware
datagram used in this paper retransmits the last message to
a process periodically until it either (1) receives an acknowl-
edgment, or (2) A ticks have passed. In this way, the protocol
can mask a bounded number of omission failures without the
need of unbounded memory space. This is very similar to the
notion of 1-stubborn channels of [14]. The main difference
is that our protocol can stop retransmitting unacknowledged
messages after a bounded amount of time (because messages
with a transmission delay > A will be rejected by the re-
ceiver).

D. Details

The pseudo-code of the protocol PTP is shown in Figure 4.
A receiver of a message m gets the sender (S), the send-time
stamp (ST), the receive-time stamp (RT'), and a calculated
upper bound (U B) on the transmission delay of m (see lines
46,47 in Figure 4).

The protocol uses variable myid to denote the computer that
is executing the protocol and variables left and right to denote
the other computers participating in the protocol. We used
var 4 to refer to variable var of computer d and we use varfi
to denote the value of var 4 at time ¢t. When we describe the
protocol, we will still continue to use ¢, d, and e to refer to
computers. Note that myid ; = d, myid, = e, and myid, =
¢, and left ; is c or e, and right ; is {c, e} — left 4, etc.

The protocol uses constants defined by the timed model
(see Section VI) and the fail-aware datagram service: (1) p:
The maximum clock drift rate of a hardware clock. (2) o: The
maximum scheduling delay of a timely computer. (3) Start.:
The clock time of the most recent reboot of computer e. (4) §:
The maximum transmission delay of a timely message. (5) A:
The maximum calculated upper bound for a timely message.

The protocol uses leases [13] to detect crash failures. It
defines several constants related to leases (lines 4,5). These
constants will be defined in terms of the timed model con-
stants. (1) LT (lease term): The length of a lease extension
that is granted by one computer (granter) to another computer
(grantee). With respect to the grantee’s hardware clock, the
lease extension is exactly LT ticks. (2) D (drift adjustment):
With respect to the granter’s hardware clock, the lease exten-
sion is D ticks longer to adjust for clock drift. (3) E: A com-
puter schedules to extend its lease E ticks before its current
lease expires.

The three constants LT, D, E are defined in the pseudo-
code (Figure 4). One can choose different values as long as
the following three constraints are satisfied. (1) A timely com-
puter can be awakened up to ¢ time units after the scheduled
wakeup time and a round-trip of two timely messages can take
up to 26 time units. To make sure that two connected com-
puters (i.e., two timely computers that can communicate with



each other in a timely fashion [8]) grant each other leases, LT
is constrained as follows: LT > 2§ + o. (2) A participant can
be suspected as soon as its lease expires. The protocol has to
make sure that no up computer is suspected. Hence, a lease
has to expire at the grantee before it expires at the granter.
Hardware clocks can drift apart from each other by up to 2p.
Since the grantee’s lease is up to LT + FE ticks (a computer
asks up to E ticks before its current lease expires for an exten-
sion by LT), D is constrained as follows: D > 2p(LT + E).
(3) A computer requests a lease up to E ticks before its current
lease expires. Since a lease extension is exactly LT ticks, E
should not be greater than LT'. Since it can take up to 2§+ o to
extend a lease, we constrain E as follows: 26 +o < E < LT.

To simplify the following discussions and proofs, we will
assume that the maximum drift rate p of clocks is negligi-
ble. In particular, we do not distinguish between duration ex-
pressed in real-time and expressed in ticks. Note however that
the protocol is correct for non-negligible drift rates (due to the
use of constant D).

Negligible Drift Rate: p ~ 0.

To simplify the protocol, we make one additional assump-
tion that is not part of the timed asynchronous system model.
We assume that if a computer ¢ crashes, it stays crashed for at
least DD > LT + E time units. Hence, when a computer re-
boots it can assume that all leases it has granted have already
expired®.

Downtime: If computer ¢ is crashed at ¢, then there exists a
u € [t — DD, t] such that for all v € [u, u + DD] computer ¢
is crashed at v.

Naturally, the Downtime property is satisfied for all com-
puters that need at least DD ticks to boot the operating sys-
tem. If DD is larger than the boot time of a computer ¢, one
can introduce a delay into the boot sequence to make sure that
the operating system takes at least D D ticks to boot.

Protocol PTP implements a failure detector T P. To prove
the correctness of protocol PTP, i.e., that TP € TP, we have
to define constant DD (detection delay) and the output of a
failure detector module. The output T'P(c) of T P, at time ¢
is defined as T'P%(c) := outputh[c].

We set the maximum detection delay DD to be

DD =4(LT + D) + A 1)

The intuition of this constant is that a crashed computer ¢ has
alease thatis at most LT+ E < 2LT and the other computers
start suspecting that c¢’s lease has expired after at most 2(LT +
D) + A, where A is due to the fact that a lease can be granted
at most A after it is requested. After that a computer d will
start a distributed snapshot protocol that terminates in at most
LT+ E < 2(LT + D) since it will either succeed whenever d
is able to extend its lease (or terminate when d’s lease expires
due to d’s crash).

Theorem: Failure detector 7' P satisfies property Recover-
ing Accuracy.

Proof: All times in this proof are given with respect to the

LThis is actually only needed if the computer has granted a lease to another
computer that has not expired before the computer crashed.

1 const . .
external computer myid, left, right;

external time A, 4, o, p, Start;
time E:=26 + o, LT := E;
5 time D:=2p (LT+E), IT:=Start+LT;
type
enum State {
crashed, up, recovering };
enum Participant {
10 myid, left, right };

var
external time W;
State output[Participant] := {
up, recovering, recovering };
1 time It[Participant] := {
IT,-IT, -IT };

function TP(Participant c)
20 return output[c];

function other(Participant p)
if (p == left)
return right;

25 else
return left;

function updateOutput(Participant O, time ST,
time RST, time RIt)
30 if (abs(It[O]) <= ST)
if (RST >= RIt))
output[O] := crashed,;

else
output[O] := up;

body

time nextRound := Start + LT - E;

W :=1T,

forever wait

40 at nextRound: .

Msg := {request, It[myid]+LT}
fa-send Msg to left;
fa-send Msg to right;
nextRound:= It[myid]+LT-E;

35

45
on receive {request, T}
from S @ (ST,RT,UB)
if (UB <= A)
output[S] := up;
50 [t[S]:=max(RT+(T-ST)+D,t[S]);
O:=other(S);
fa-send {reply,0,ST,T,It[O]} to S;

on receive {reply,0,ST,T,RIt}
55 from S @ (RST,RRT,RUB)
if (RUB <= A)

output[S] = up;

updateOutput(O,ST,RST,RIt);

if (T > Itfmyid])
60 Itfmyid] = T;

W:=T,

Fig. 4. Protocol PTP that implements 7"P in timed systems with watchdogs.

time base defined by H;. For example, T refers to some real-
time ¢ such that HY = T'. One must show that if a computer
d starts at time Startq, then for any participant ¢, variable
outputq[c] will not contain recovering after time Starty +
DD as long as d stays up.

If c = d, i.e., ¢ = myid, this condition is trivially true since
variable outputy[d] is set to up as long as d is up. Hence, let us
assume that ¢ € {left;, right ;} and e € {left 4, right;} — c.
The protocol sets outputgy[c] to recovering only while initial-
izing the variables (line 14). Thus, it is sufficient to show that
d sets outputgy[c] to some other value, i.e., up or crashed, by
time Starty + DD.

If d receives a timely lease message from ¢ (line 54), it



sets outputg[c] to up (line 57). If d executes line 57 by time
Starty + DD with S = ¢ the theorem is satisfied. Hence, let
us assume that: (Al) d does not execute line 57 with S = ¢
within time [Startq, Startq + DD]. Computer d gets a lease
from ¢ by executing line 60 with S = ¢. Line 60 is always
executed after line 57. Due to (Al), d does not get a lease
from ¢ within time [Startg, Startq + DD].

If d receives a timely lease request from ¢, it sets output[c]
to up (line 49). If d executes line 49 by time Starty +
DD the theorem is satisfied. Hence, let us assume that:
(A2) d does not execute line 49 with S = ¢ within time
[Startq, Starty + DD]. In this case, d does not grant c a
lease in time [Startq, Startq + DD] since all leases are sent
out in line 52 which is always executed after line 49.

If d crashes in time [Startq, Starty + D D], property Re-
covering Accuracy is satisfied. Hence, let us assume that
(A3) d is up in [Startq, Starts + DD]. One must show that
in this case, d will set outputy[c] by time Starty + DD to
crashed or up using function updateOutput.

The watchdog Wy of d is set to Starty + o when d starts
(see Section VI). Because we assume that d does not crash
(A3), the protocol sets Wy to Starty+ LT by time Starty+o
(line 38). A computer asks for a lease extension of exactly LT
ticks (line 41). Since DD > 2LT and due to (Al) and (A3),
d has to receive new leases from e by times Starty + LT
and Startqy + 2LT. Hence, d executes function Update-
Output at least twice by time Starty + DD with parame-
ter ¢. Computer d schedules the second lease request mes-
sage for time Starty; + 2LT — E. Hence, the send time
stamp ST of this message is at least Starty + 2LT — E,
i.e., ST > Starty + 2LT — E. Since IT = Starty + LT
(line 5) and LT > E, condition ST > Starty + IT holds.
Due to (A2), d does not increase lt[c] beyond IT by time
Startq + DD. The second time d executes function Upda-
teOutput, the if condition in line 30 is true. Therefore, d sets
outputy|c] to either up or crashed. O

Theorem: Failure detector T'P satisfies property Up Ac-
curacy.

Proof:  All times in this proof are given with respect
to the time base defined by H;. One has to show that
if outputl[c] = up, then ¢ has been up at some time in
[T — DD,T]. To prove this, it is sufficient to show: (L1)
if ¢ is crashed in [T — DD, T, then output®|[c] # up. The
output T" P, of a crashed computer d is undefined. Hence, (L1)
is true if d is crashed at 7'. Let us assume that: (Al) ¢ # d,
and that ¢ is crashed in [T'— DD, T'], and that d is not crashed
at T'. Note, whenever (Al) is invalid, (L1) is true.

The protocol drops all messages with transmission delays
greater than A (lines 48 and 56). Hence: (L2) any message
received from ¢ in time [T — DD + A, T) is dropped. This
means, any message from ¢ with a receive time stamp > T —
DD + A is dropped.

The lease of a grantee expires after at most LT + E ticks.
Hence, if d receives a message from ¢ with an upper bound
UB < A (lines 46 and 54), within LT + E ticks d either

crashes or sets output4[c] to up (lines 49 and 57). Therefore:
(L3) d will not set outputg[c] to up using the assignments in
lines 49 and 57 within interval [T — DD + A+ (LT + E), T).
A granter’s lease term is at most LT + E + D ticks long.
Due to (L2), d’s and e’s leases for ¢ expire no later than B :=
(T-DD)+A+(LT+E+2D). Ifdrecoversduring (B, T], d
will initially set output4[c] to recovering. Due to (L3), d can
only change output4[c] by executing function updateOutput.
Since e’s lease has expired by B, d will not execute line 34.
If d crashes within [T'— DD, T, it will not recover by time
T (downtime property). Let us assume that: (A2) d is up
within [B,T]. SinceT — B > LT + E and d is up until
T, d has to extend its lease from e at least once in (B, T,
i.e., d sends a request message after time B (lines 42, 43) and
will execute 61 no later than T'. Therefore, d also executes
function updateOutput within (B,T]. Since before d sends
its request all of ¢’s leases have already expired, the two if-
conditions in updateOutput hold (lines 30 and 31). Therefore,
d will set outputgq|c] to crashed no later than 7. Therefore,
(L1) and the theorem are valid. O

Theorem: Failure detector T'P satisfies property Crash
Accuracy.

Proof:  All times in this proof are given with respect
to the time base defined by H;. One has to show that if
outputX[c] = crashed, then ¢ has been crashed at some time
in[T'— DD,T]. To prove this, it is sufficient to show: (L1)
if cisup in [T — DD, T], then output’|c] # crashed. (L1)
is trivially true if d is crashed at 7', or if d = ¢. Hence, let us
assume that: (Al) c #d,andcisupin[T — DD, T],and d is
upatT.

A computer has to have a lease whenever it is up for more
than LT ticks. Since ¢ isassumedtobeupin[T — DD, T], c
has to have a lease at all points in [T" — DD + LT, T]. Since
DD > LT, ¢ has to have a lease at time T'. If ¢ got this
lease from d (line 52), d has set output4[c] to up (line 49) and
ltq[c] to a value > T'. outputgy|c] can only be set to crashed
in function updateOutput (line 32). Any call to this function
during [T — DD, T will have a send-time stamp ST < T (1)
a round-trip of a message takes at least one tick, and (2) the
message is received no later than 7'. Thus, line 32 cannot be
executed due to the if-condition in line 30 and because I¢[O] >
T>8T.

Hence, let us assume that: (A2) [t[O] < T'. Let LL be the
maximum time such that LL € [Startl,T] and d executes
at LL line 32 or 34. These lines are only executed when d
receives a reply message from a computer S. There are three
cases:

« Case 1: There exists no such LL. Thus, outputl[c] #
crashed since d can only set outputq[c] to crashed in line 32.
o Case2: There exists an LL and S = ¢. In other words, d
got its lease from ¢ and hence, had set outputq[c] to up in line
57.

o Case 3: There exists an LL and S = e. In this case, d’s
lease for ¢ has already expired since abs(it[c]) < ST (line
30). If ST > T — DD + LT, c has to have a lease from e
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since it is up according to (Al). In this case if-condition 31 is
false and hence, output4[c] is set to up.
Let us consider that ST < T'— DD + LT. A lease expires
after at most LT + E ticks. d has to get a new lease by ST +
(LT+E) < T-DD+2LT+E < T since d stays up until T
due to (Al). If d gets the next lease from ¢, it sets outputy[c]
to up in line 57 by time ST + (LT + E). Note that it cannot
change output 4[c] to crashed before T' due to the selection of
LL.
If d gets the next lease from d, abs(lt[c]) > ST (line 30) due
to the selection of LL. Hence, this means that d has granted
c alease in line 52. Hence, d has set output4[c] to up in line
49. Since LL was the last time that d were able to change
output4[c] to crashed, output4[c] is up at time T.

O

E. Non-Trivial Solution

Failure detector TP is a non-trivial timed-perfect failure
detector. Hardware watchdogs make it possible to crash a
computer within a bounded time. Hence, one could imple-
ment a trivial timed-perfect failure detector that crashes a
computer as soon as it starts. This implementation would not
update the watchdog and the watchdog would make sure that
the computer crashes exactly o ticks after starting.

T P is a non-trivial timed-perfect failure detector. It crashes
a computer only if more than one failure has occurred (e.g., a
performance failure and a crash failure). As long as each of
the three computers is connected to at least one other com-
puter, no computer is forced to crash. If computer ¢ is con-
nected to d or e, ¢ can renew its lease. Hence, ¢’s watchdog
does not crash c. If one of the three computers crashes, the
other two computers can stay up as long as they remain con-
nected.

VIII.

We implemented the protocol in C++. This implementa-
tion runs on Linux, Sun, and IRIX. The measurements were
done with “defused” watchdogs that were not able to crash a
computer. However, we also ran the protocol for more than
1.5 million seconds with a (non-defused) hardware watchdog
without experiencing any forced crashes.

In Linux we use a (slightly modified) device /dev/watchdog
to implement a fully functional watchdog. This device uses ei-
ther a hardware board or software emulation. The fail-aware
datagram service sends messages as UDP packets. It auto-
matically retransmits the last messages (stores one message
per type and process) for up to A time units to mask message
omission failures.

MEASUREMENTS

A. Time Constants

We ran the protocol on three of our main center computers:
(A) a SGI Challenge which has 4 CPUs and 512 MB of mem-
ory. This machine contains home directories and is for general
use, (B) a SUN Enterprise 3000 which has 2 CPUs and 256
MB of memory. This machine contains home directories and
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tween computers B and C. The protocol measured 338795 round-trips.
The minimum time was 555u.s and the maximum was 118ms.

is for general use, and (C) a SUN Sparcserver 1000 which has
4 CPUs and 262 MB of memory. This machine is for CPU
intensive applications.

We measured the scheduling delay S D as the time between
« the local time T at which event nextRound (line 40 in Fig.
4) is executed, and
« the local time .S when this event was scheduled to be exe-
cuted.

Hence, the scheduling delay S D is computed by SD =T -5

Figure 5 shows the scheduling delays SD experienced by
protocol PTP while running on computer B. This measure-
ment covers a period of ~ 188 hours. The figure shows
the variations of scheduling delays over time. In particular,
it shows the experienced peak scheduling delays. Note that
extended scheduling delays can prevent a computer from re-
newing its leases. This measurement used the standard round-
robin scheduler. Of course, when deploying this protocol one
would want to use a real-time scheduler.

Figure 6 shows the round-trip delays experienced by proto-
col PTP running on computer A. If (1) a computer ¢ sends a
request message m to computer d at local time ST, and (2) ¢
receives d’s reply at local time RRT, then the round-trip time



is RRT — ST.

The fail-aware datagram service retransmits messages to
mask omission failures. During the measurement of the
round-trip times, a message was retransmitted after 50ms.
However, message omission failures are very rare in our envi-
ronment. During the depicted 188 hours, only two messages
were dropped between computers B and C'.

These measurements indicate that for the described com-
puter system the following are reasonable values: o =
150ms, 2A = 26 = 120ms. Previous measurements have
shown that p = 200% is a reasonable value for unsynchro-
nized and uncalibrated hardware clocks [8]. Hence, one can
derive the maximum detection delay as follows:

LT =FE =26+ 0 =270ms
D =2p(LT + E) = 108us
DD =4(LT+ D)+ A = 1.2s

If there is no specification of the maximum detection de-
lay of crashes in the specification of the application, one can
derive LT from the measured round-trip times and scheduling
delays. Selecting the above values, a computer is rebooted if it
is unresponsive for & 2LT = 540ms. There are a few caveats
when using such a short timeout. For example, some com-
puters “freeze” when a hard-mounted NFS server goes down.
This protocol makes sure that a frozen computer is rebooted
after approximately 2LT. On one hand, one can try to make
sure that this protocol is not affected by NFS freezes. On the
other hand, one can select a larger LT such that a computer is
reset if it is frozen for “too long”.

However, all protocol parameters can be derived from the
application specification if the latter states a maximum detec-
tion times for computer crashes. For example, consider that
the specification states that the crash of a computer has to be
detected within DD time units. We assume that p can be de-
termined from the specification of the hardware clock. We
approximate A ~ LT and set E := LT. In this case it is
reasonable to define LT as:

LT := 2D
5+16p
In summary, all protocol parameters can be derived from the
application and the hardware clock specification.

B. Detection Times

To measure the detection times of crashes and recoveries,
we ran the protocol on three processes on the same computer.
In this way, we simplified the measurement of the detection
times. During this measurement, we set LT = 2sec, p = 0,
D =0,E=1LT,and 6 = A = 2sec. For these parameters,
the protocol guarantees DD = 10sec (see Equation 1).

The time it takes for the protocol to detect that a computer
recovers is very short (see Figure 7). This is essentially the
time it takes for the recovering process to send its first mes-
sage to each of the other two participants.

The crash detection times are substantially longer than the
recovery detection times (see Figure 7). The reason for this
is that a computer ¢ has at any point a lease that is in average
LT + .5LT ticks long. (Note that we assume that £ := LT'.)
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A computer d takes in average about .5L7T ticks to request
another lease after ¢’s leases have expired. Hence, one should
expect that in average it takes 2LT" time units to detect a crash
failure.

C. Optimization

A slightly more complex protocol can reduce the average
crash detection time to about 1.5LT ticks. (For LT # E this
is E + LQ—T) The idea is that a computer d runs its distributed
snapshot for computer ¢ as soon as its lease for ¢ expires. In
the average case the protocol detects a crash of a computer ¢
shortly after ¢’s lease has expired which is in average about
1.5LT ticks.

We measured the performance of this optimization in the
same way as in Section VIII-B: LT = 2sec, p = 0, D = 0,
E =LT,and 6 = A = 2sec. This measurement confirmed
that the average detection time can be reduced to about 1.5LT
(Figure 8).
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This optimization does not change the worst case detection
time. The additional distributed snapshot is not guaranteed to
succeed. For example, the messages of this distributed snap-
shot might suffer omission failures. Hence, the worst case
detection time is determined by the original protocol PTP.

D. Extensions

The protocol PTP was designed for systems with three
computers. This was motivated by the application domains
sketched in Section I1l. For systems with more computers,
one can run multiple instances of this protocol as sketched
above. Alternatively, one can modify the protocol in the fol-
lowing ways.

Majority Partition Variant

Instead of needing a lease from only one other computer, a
computer needs a lease from a majority of the computers to
update its watchdog. This majority can include the computer
itself, i.e., in a system with three computers a computer needs
a lease from one other computer as in protocol PTP. This ex-
tension ensures that as long as a computer ¢ can communicate
in a timely fashion with a majority of computers, ¢ can keep
updating its watchdog. The advantage of this extension over
PTP is that it can tolerate more crash failures.

To detect the crash failure of a computer ¢, the failure de-
tector has to detect that ¢ does not have leases from a majority
of the computers. The detection if the leases of a computer
have expired becomes more difficult. For systems with more
than 3 computers, the snapshot algorithm has to have two non-
overlapping phases. Only if there exists a majority of comput-
ers such that their leases granted to a computer ¢ have expired
by the end of the first phase and they are still expired at the
start of the second phase, computers can suspect c.

Primary Partition Variant

Protocol PTP (F' = 1) and also the above sketched variant
needs 2F +1 computers to mask £ crash failures. This limita-
tion could be overcome by using a primary partition approach
similar to that pioneered by ISIS [2]. This can solve the prob-
lem with only maxz{3, F' + 1} computers for ' > 0 (as long

as a majority of the currently not suspected processes survives
sufficiently long). The main difference is that a process would
need a lease from a majority of the computers that are cur-
rently not suspected to be permitted to extend its watchdog.
The potential disadvantages of the primary partition approach
is that (1) the protocol is more complicated, and (2) that re-
covery after a complete system failure can in certain instances
not be performed in a bounded time even if a majority of the
computers are up. The latter is the case, if the members of the
last primary partition do not recover after a complete system
failure.

IX. PERFECT PROCESS FAILURE DETECTOR AND
PROCESS WATCHDOGS

Our protocol PTP needs a hardware watchdog to make sure
that a suspected computer is crashed before it is suspected. A
hardware watchdog kills all processes running on the com-
puter. In some applications it is sufficient to kill one process
in a timely fashion instead of crashing the whole computer.
For example, if only one process p on a computer e has access
to an external shared device, the I/O fencing problem (see Sec-
tion 111) can be solved by crashing only p (and not ¢€) in time.
(Note however that often p might actually communicate with
a device controller, like a SCSI controller, which is part of the
computer and that in turn talks to the external device. In such
a case, a hardware watchdog might be needed to make sure
the the device controller is crashed in time.)

To implement a perfect process failure detector, we can use
protocol PTP to detecting crashes of the processes participat-
ing in the protocol. However, we replace the hardware watch-
dog by a “process watchdog”. A process watchdog W, kills
the process p no later than specified by the watchdog register.
The remainder of this section we explain that some systems
permit to implement such a process watchdog in software (in
user space).

In most systems one cannot guarantee that a process can
execute a task by a given deadline. For example, we mea-
sured in [11] the scheduling delays of processes experienced
on highly loaded Linux 2.2.14, 450MHz Pentium Il system.
The maximum measured scheduling delay (i.e., the time by
which a task was supposed to be awakened and the time it
was actually awakened) was in this measurement 350ms (see
Figure 9). Since increasing the load further will increase the
scheduling delay further, we cannot assume that we can per-
form a process to perform critical actions by a given time.

In order to implement a software watchdog we do not have
to guarantee that a process performs certain actions by a cer-
tain time. Instead we have to make sure that a process p does
not perform any instructions between the time p’s watchdog
W, is supposed to crash p and the time W), actually crashes p.
Note that this is sufficient to solve the I/O fencing problem in
case p is the only process that accesses a shared device after it
is suspected.

To verify that one can Kill a process by a certain time,
we implemented a process watchdog using the Unix interval



timer mechanism. We then measured the time between a pro-
cess executing its last instruction and the time the watchdog is
supposed to kill the process (its deadline). Even on a heavily
loaded system we were not able to find executions in which a
process executed an instruction after its deadline (see Figure
9).

The measurement can be explained as follows. User pro-
cesses are periodically preempted by the operating system us-
ing a timer interrupt. This preemption will happen at least
every, say, 10ms (time quantum). Often it will happen earlier
due to interrupts but never later since the processing of the
timer interrupt can only be delayed by another interrupt which
will also preempt the process. Before the operating system re-
sumes a process after a preemption, it checks for pending sig-
nals for the process. In particular, interval timer signals will
be processed before the process is resumed. By setting the
interval to at least one time quantum before the deadline, one
can make sure that the process does not perform any instruc-
tion after its deadline — at least in most “reasonable” operating
systems.
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Fig. 9. The scheduling delay experienced by a process might be quite large
(left). The body of the signal handler was executed up to 350ms after the
deadline. However, in no case did a process execute an instruction after
the deadline (of its watchdog).
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X. RELATED WORK

Failure detectors have received quite some research interest
since Chandra, Hadzilacos and Toeug published their seminal
paper about the weakest failure detector for solving consen-
sus [3]. Failure detectors were originally defined [4] to aug-
ment purely asynchronous systems [12] such that consensus
becomes solvable.

Perfect failure detectors are neither implementable in
purely asynchronous systems nor in partially synchronous
systems [18]. If it were possible to implement then in purely
asynchronous systems, one could solve consensus [5] — which
is impossible to do in purely asynchronous systems [12]. Per-
fect failure detection is also impossible to solve in timed asyn-
chronous systems [8]. We circumvent this impossibility by
using hardware watchdogs — which are not part of the model
defined in [8] — and which permit a timely crashing of com-
puters.

Most related to this work is the paper of Sabel and Marzullo
about simulating fail-stop in asynchronous distributed sys-
tems [19]. Sabel and Marzullo show how one can simulate
a perfect failure detector in a purely asynchronous system.
The main idea is to relax the accuracy property by using the
happens-before relation: if d suspects ¢, then this “suspects
¢ event” must not happen before [17] any local event of c: ¢
might execute events after it is suspected but none of these
events are “caused” by the “suspects ¢ event”. The happens-
before relation is defined such that a crash of ¢ happens before
any “suspect c event”. This extension of the happens-before
relation makes it non-trivial to simulate a perfect failure de-
tector. The implementation makes sure that ¢ crashes if it is
suspected by d.

The main difference between this work and [19] or the work
in virtual synchrony [2] is that this work makes sure that a
computer is crashed before it is suspected. The protocol of
[19] hides the fact that a computer might actually be suspected
before it crashes — as long as computers only communicate via
some “controlled” message passing mechanism. This is suf-
ficient for applications in which all computers participate in
the protocol and there are no hidden channels. If there are
hidden channels, e.g., a shared disk, it might become observ-
able that the failure detection is not perfect. In particular, this
might lead to inconsistencies and arbitrary failures. The pro-
tocol of [19] cannot be used to solve the 1/O fencing problem
(see Section I11).

XI1. CONCLUSION

In this paper we addressed the problem of how one can im-
plement a perfect failure detector. The difficulty is to make
sure that no computer suspects a non-crashed computer ¢ —
even at times when the other computers cannot communicate
with ¢. The main idea is that a computer ¢ commits suicide
before any other computer is permitted to suspect ¢. However,
a computer is only permitted to commit suicide if more than
one failure has occurred. The proposed protocol achieves this
using leases and local hardware watchdogs.
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If an application specifies worst (or, average case) detection
delays, we showed how the parameters of the proposed proto-
col can be derived from these delays. The approach described
in this paper is currently used in several other projects. One
project uses the failure detector protocol to rejuvenate com-
puters to fix transient failures and to detect permanent failures
in case the rejuvenation does not fix the problem. Another
project uses the perfect failure detector to take over the IP and
Ethernet address of a failed computer.
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